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'BHNT HBN Protocol

* [00ls:
®: [0, ] x [O,1]->[0,1]
[ SN <=> PN

*Probabllistic Verification
*Sequence of Games
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HB and HBN

- HB I1s extremely simple:

* lag computes noisy parity.

» HBN is extremely simple:

» Tag computes noisy bilinear function.

» Interestingly, HBN is not the first bilinear
protocol: [KPCJV | |] can be rewritten as applying a
noisy bilinear map

» New technique for defending against verity
queries: Probabilistic Verification.

+ R computes wi = a'Xb+f;
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Adding Noise: ® and p

* Define @:[0,1] x [0, ][0, ] ]: Bere ® Berp = Berseop
cgop-(I-€)p + (I-p)E

BB Cliccl to Zy X £ IS equivalent to &
5 annihilates:p @ /2 = 4

Pr{Bere =b]=b ® €

- Pr{(ab)+LPN&] =2"(@a'x ® b ® ¢€)

* Pr{(a,b)+LSNpeX] = (b @ p)(b ® a’™x @ €)2""!
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| PNg < LSNpe < LPNe

a, using L
* Obtain

* Sample

* LSNp,e* 1s a method of
broducing a noisy subspace for

DNEX

O from Berp
LPNe* until b=Db

* We can annihilate, conditionally
*b < Ber, whena'x = |

| -€

I-p

/l/a
py |

p



Game Sequence: Overall Idea

* Phase | & Il keys: Xi &Y

* Inrtially, Xo = Yo

* At each step, add random rank | matrix:

* (X,Y) -> (X+(t+r)s! Y+tsh) -> (X Y+rs!)

* With each layer, X; and Y grow further apart

* after sufficiently many applications, aTXj b1 s

completely iIndependent of aTijT
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» Jechnical tools may be useful elsewhere

e lslcen eprint: 201 [/350

» Open question: Improve efficiency

B, HB* are O(n%) computation

BN and [KPCJV] achieve O(n3) computation
* In upcoming work [BN] obtain w(n?)

* via W(log n) rank matrix key
» and Four Russians Matrix Multiplication trick



