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• Several MIM-secure variants: HB*, HB-MP, HB-MP’, 
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• “If I call a tail a leg, how many legs does a dog have?”
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[BHN] HBN Protocol

•Tools: 
•⊕: [0,1] x [0,1] -> [0,1]
•LSN <=> LPN
•Probabilistic Verification
•Sequence of Games
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noisy bilinear map
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HB and HBN

• HB is extremely simple:

• Tag computes noisy parity.

• HBN is extremely simple:

• Tag computes noisy bilinear function.

• Interestingly, HBN is not the first bilinear 
protocol: [KPCJV11] can be rewritten as applying a 
noisy bilinear map

• New technique for defending against verify 
queries: Probabilistic Verification.

• R computes wi = aTXb+fi
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Adding Noise: ⊕ and ρ̅
•Define ⊕: [0,1] x [0,1]→[0,1]: Berε  ⊕ Berρ = Berε⊕ρ
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•Define ⊕: [0,1] x [0,1]→[0,1]: Berε  ⊕ Berρ = Berε⊕ρ

•ε⊕ρ = (1-ε)ρ + (1-ρ)ε
•⊕ restricted to Z2 x Z2 is equivalent to ⊕

•! annihilates: ρ ⊕ ! = !

•Pr[Berε = b] = b ⊕ ε̅
•Pr[(a,b)←LPNεx] = 2-n(aTx ⊕ b ⊕ ε̅)
• Pr[(a,b)←LSNρ,εx] = (b ⊕ ρ)̅(b ⊕ aTx ⊕ ε̅)2-n+1
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LPNε ≤ LSNρ,ε ≤ LPNε

•LSNρ,εx is a method of 
producing a noisy subspace for 
a, using LPNεx

•Obtain b" from Berρ
•Sample LPNεx until b=b"

• We can annihilate, conditionally
• b ← Ber! when aTx = 1

ε1-ε

ρ

1-ρ



Game Sequence: Overall Idea

•Phase I & II keys: Xj & Yj

• Initially, X0 = Y0

•At each step, add random rank 1 matrix:
• (X, Y) -> (X+(t+r)sT, Y+tsT) -> (X,Y+rsT)
•With each layer, Xj and Yj grow further apart
• after sufficiently many applications, aTXj bT is 

completely independent of aTYjbT

7
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Conclusion

• MIM-secure HB-like protocol
• Simple, Efficient
• Technical tools may be useful elsewhere
• Available on eprint: 2011/350

• Open question: Improve efficiency
• HB, HB+ are O(n2) computation
• HBN and [KPCJV] achieve O(n3) computation
• In upcoming work [BN] obtain ω(n2)

• via ω(log n) rank matrix key 
• and Four Russians Matrix Multiplication trick


